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From Side to Covert channels

- In a Side Channel, you do not have control over the acquired

information

* You act as a passive party, simply acquiring information and using it to

extract valuable

knowledge

* When someone can have control over a side channel, and use it, this
become a Covert Channel

* Covert channels can be used both for benign and malicious purposes
oExfiltrating information
oCommunicating despite the adversary
oCommunicating with other devices
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Example of Covert Channel: Devices Sync

* How can multiple devices decide which ~ *** = T

one has to transmit, and in which slot,

while under reactive jamming?
oPre-allocation of transmission slots

=A > slotl—
=B > slot 2
= C - slot 3 —
=D >slot4d ~
“ If channel is unjammed at a given slot, we FIGURE 2, Exampl o sycnoncaton r;ssge,n:'%;
.r . devnce A, being the message transmitter, transmits a Message
know that the specific node wants to transmit nge Start packet. The feception of this packet is acknowi-
. edged each potential recewer in the following slots, by
* If we want to transmit, and another channel """“5"3"}'“9 Bhaii, e tanomiane: device 4 imorme. i o
than ours is jammed, there is a collision e e e oot P onization
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